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1 Introduction

1.1 Introduction

Through legislated mandate, the United States Department of Agriculture (USDA), where
practicable, must provide electronic alternatives to traditional paper-based processes.

The first step in this is correctly identifying and authenticating users on the Internet. The
three principal acts relevant to this policy are:

The Government Paperwork Elimination Act (GPEA)
The Electronic Signatures in Global and National Commerce Act (E-Sign)
The Freedom to E-File Act

The USDA eAuthentication solution provides authentication services for online
applications. Managed by the USDA Office of the Chief Information Officer (OCIO),
eAuthentication is an enabling process and technological foundation that will help USDA
achieve its goals and objectives for eGovernment by supporting all USDA eGovernment
initiatives and applications.

1.2 Audience

This document is intended for the use of all eAuthentication team members using the
FSA Security Help Desk functionality within IdentityMinder. This document will only
cover the FSA Security Help Desk tasks of the IdentityMinder 6.0 upgrade.

1.3 Scope

This document is intended for the internal use of the USDA eAuthentication. This guide
will be distributed to the FSA Security Help Desk team to show them how to use the FSA
Security Help Desk role in IdentityMinder 6.0.
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2 Document Overview

2.1 IdentityMinder 5.6 to 6.0

The latest version of IdentityMinder (IdentityMinder 6.0) will be migrated into the
production environment the beginning of May, 2006. This migration will include overall
functionality and interface updates for Application Admin, LRA, Help Desk, and My
Account operations.

2.2 Organization of Document

This document will present how the Help Desk functionality for the tasks listed below
has changed from the IdentityMinder 6.0 upgrade.

e Reset User Password — Help Desk
2.3 General Changes

The initial screen in IdentityMinder has changed from a list of root links in 5.6 to a drop
down menu in 6.0.

Depending on the number of tasks assigned to your account, tasks will be listed on the
left navigation bar, or listed in categories along with the appropriate tasks.

USDA eGovernment Program 4



USDA
X

3 FSA Security Help Desk Task

3.1 Reset User Password — Help Desk

This task is used for resetting a user’s password.

Figure 1- Go to “Reset User Password — Help Desk”.
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USDA United States Departiment of Agricullure
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& Logout
Update My Employee Profile . .
Welcome to IdentityMinder
View My Roles
Please select atask from the menu.
eAuthentication Home | USDA gov | Accessibility Statement | Privacy Policy | Mondiscrimination Statement _|
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Figure 2 — Enter name in the third box at the bottom according to the variables next to “+” on the left. When done, click “Search”.
If you would like to return to the main screen, click “Cancel”.

3 TMS - Microsoft Internet Explorer

=10l x|
| Ele Edt View Favorites Tools Help | r
J Q B | 2 e P & L= i . R
Back Forward Stop Refresh Home Search History Mail Print Edit Messenger
J Address @ https:/fimweb.dev.sc.egov.usda. gov fidm/usda_im/imcss findex. jsp?task. tag=ResetUserPasswordHelpDesk

gL

| Links "¥p Yahoo! Mail 2] Dictionary.com @] USDA Directory 3] ¥M Radio | Environments 3] Netflix Queue ms IMDE _ff DexGniine. com

USDA United States Depariment of Agriculiure ‘Z
aml USDA eAuthentication

»

¥ Carriann Ashcraft

L) Logout

Reset User Password - Help Desk: Search for User to reset password

Search for a user

in organization |
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Important Note: There is a known issue with the search functionality when no search criteria are provided for a task.

For example, putting an * in to search for all users will respond with the following error message:
"*SmImsCommand (findInScope) Provider call failed Error Code was: -2147418012 Error Message: Unknown Failure 1D: 2401*

eAuthentication Home | USDA.gov| Accessibility Statement | Privacy Policy | Nondiscrimination Statement
1|

Please be sure to put a name or partial name into the search box to avoid this issue.
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Figure 3 — This screen displays your search results. Click on a radio button to select a user.
When done, click “Select” at the bottom of the screen.
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Reset User Password - Help Desk: Search for User to reset password

Search for a user

in organization | J Clear” =
where Q;ILogon Namejl = j |Carr|” (-Y+] Search |

Select UserID Organization Credential Level First Hame LastName  Street Address City

lo! CarridgLearn  employee 2 Carriann Ashcraft 1000 Keystone Court Lafayette
ol CarrigppAdmin employee 2 Carriann Ashcraft 1000 Keystone Court Lafayette
C CarriEMP employee 2 Carriann Ashcraft Lafayette
o] CarriFsA employes 2 Carriann  Ashcraft 1000 Keystone Court Lafayette
ol CarriF313 employee 2 Carriann Ashcraft 1000 Keystone Court Lafayette
@ CarriHD employee 2 Carriann Ashcraft 1000 Keystone Court Lafayette
el CarrilTs employee 2 Carriann Ashcraft 1000 Keystone Court Lafayette
C CarriL1 wehusers 1 Carriann Ashcraft
(o] carriL2 webusers 2 Carriann  Ashcraft 1000 Keystone Court Lafayette
ol CarriLRA employee 2 Carriann Ashcraft 1000 Keystone Court Lafayette

@ Cancel

ehuthentication Home | USDA.gov| Accessibility Statement | Privacy Policy | Nondiscrimination Statement
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Figure 4 — This screen will display the customer’s temporary password. Click “Submit” when done.

| IMS - Microsoft Internet Explorer = =10l x|

J_He Edit View Favorites Tools Help

USDA United Stales Department ol Agricullure
Zaam USDA eAuthentication

¥ Carriann Ashcraft 8 | ggout

Reset User Password - Help Desk: CarriHD

UserID CarriHD

Credential Level 2

First Name Carriann

Middle Initial

Last Name Ashcraft

Street Address 1000 Keystone Court
City Lafayette

State CO

Zip Code 80026

Country

Email cashcraft@mercuryrisk.com

Mother's Maiden Name

PIM Mumber

Date of Birth (mm/ddhyyy)
Enabled? true

Temporary Password XKaQy3sP5%

Logon Name CarriHD =

Return to Search | " Cancel =
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Figure 5 - This screen acknowledges your updates. Click “Return to Search”, or click “OK” to return to the main screen.
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Carriann Ashcraft

Update My Employee Profile i

Reset User Password - Help Desk: CarriHD
View My Raoles
View My Security Attributes Task_has been submitted for processing on Thursday, April 20, 2006. The status is
Reset User Password - Help pending.
Desk

RetumtoSearch | oK |

Welcome to IdentityMinder

Please select a task from the menu.

eAuthentication Home | USDA.gov| Accessibility Statement| Privacy Policy | Mondiscrimination Statement
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4 IdentityMinder Support

For further assistance, please contact Leslie Bishop @ Leslie.Bishop@Kkcc.usda.gov.
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